systems involve all the same research issues (and more) as more restricted mobile-code systems, researchers
must be careful to demonstrate that the switch to mobile agents can be made incrementally.

For example, “applets”, mobile code that migrates from server to client for better interaction with the user,
are in common use, and the associated commercial technology is improving rapidly (e.g., faster Java virtual
machines with just-in-time compilation). From applets, the next step is proxy sites that accept mobile code
sent from a mobile client. In all likelihood, such proxies will be first provided by existing Internet service
providers (ISPs). Since the sole function of the proxy sites will be to host mobile code, and since the ISPs
will receive direct payment for the proxy service (in the form of user subscriptions, although not likely at a
fixed rate), the ISPs will be willing to accept the perceived security risks of mobile code. Once mobile-code
security is further tested on proxy sites, the services themselves will start to accept “servlets”, mobile code
sent from the client directly to the server (or from the proxy to the server).® Once servlets become widely
used, and as researchers address the issue of protecting mobile code from malicious servers, services will start
to accept mobile agents.

Another critical evolutionary path is the migration of agent technology from intranets to the Internet.
Mobile-code technologies will appear first in the relatively safe intranet environment, particularly intranets
that are built on high-latency networks such as a WAN or a wireless network for mobile computers. For
example, a large company, particularly one with a mobile workforce, might find mobile agents the most
convenient way to provide its employees with a wide range of access to its internal databases. Intranets tend
to be early adopters of new (useful) technology, because their administrators have more control over the
intranet than over the Internet; that control means that security is less of a concern, and wide deployment
of agent support services can be encouraged. As the technologies mature in intranets, site administrators
will become comfortable with them, and their practicality, safety and potential uses will become clear. Then
they will find their way into the Internet.

Revenue and image. A final important hurdle is the problem of revenue flow and commercial image.
For example, although it is not yet clear whether advertising is a viable economic foundation for Web sites,
many Web sites earn money solely from advertisements. If these sites allow mobile agents to easily access
the content of the site, the number of human visits to the Web pages will presumably decrease, and the
advertisements will not be seen. How, then, will the site earn revenue? Similarly, when users are accessing
a service with a front-end backed by mobile agents, the distinction between the service and the front-end
agents starts to blur. Since the agents will likely be provided by middleware developers, the Internet service
will no longer have complete control over its image. A poorly implemented agent may lead to a negative
view of the service, even though the service is blameless. We believe, however, that mobile agents can be
deployed in the near-term in many applications where the existing services do not rely on advertising; in the
long-term, both the Internet and mobile-agent communities will need to explore different revenue models.

6 Conclusion

There is a strong case for the use of mobile agents in many Internet applications. Moreover, there is a clear
evolutionary path that will take us from current technology to widespread use of mobile code and agents
within the next five years. Once several technical challenges have been met, and a few pioneering sites install
mobile-agent technology, use of mobile agents will expand rapidly.
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Introduction

The goal of this paper is to describe novel applications of Mobile Code technology which have
not appeared yet but should be feasible with our current knowledge of the domain. These
new applications contradict the often-made observation that Mobile Code is just another
technique that does not really bring much more possibilities than existing technologies for
distributed applications. There is a whole class of problems that have not received much
attention yet and that are not well managed by current environments. These are the problems
of maintaining consistency of dynamic information and maintaining systems in adequacy with
the ever changing requirements of customers.

Our motivation is that, besides the quantitative improvements that most people expect
from using Mobile Code, there is also a qualitative benefit which is even more important
but not universally recognized now: Mobile Code allows communication with less conventions
than message passing [5, 3]. Processes interconnected by Mobile Code still have to agree on
high level encoding and synchronization primitives but these agreements are only a fraction
of what is necessary to communicate. Many context dependent aspects can be encapsulated
inside Mobile Code and changed when the context changes. Encapsulation has the same
benefits here as in other software engineering domains: it reduces the dependency between
components, thus reducing the number of modifications that we must make to software in order
to adapt it to new requirements. For this reason we think that it is the best way to cope with
systems that are distributed, hence not manageable by a single person or organization; that are
dynamic, because the information they contain must change when the world itself changes;
and that are evolving since the users discover new ways to use them and the information
provided.

The basic idea is to hook foreign Mobile Code to a running application without interfering
with its basic functionality and to execute these Mobile event handlers to perform any new
task in connection with the application. The interest is that with only a small number of
additional constraints in the original design of the system it becomes completely adaptable to
future needs and all the information it manages becomes available for new purposes.

*Position paper accepted at the Workshop on Mobile Agents in the Context of Competition and Cooperation
— Autonomous Agents Conference — 1999



The problems

In order to build a system that will work for a long period of time we must be able to anticipate
what is going to happen around it. The first kind of dynamism we have to deal with is the
dynamicity of the world itself: people are moving, objects are created, exchanged, destroyed,
new books are published, etc. To be useful most systems must take these changes into account
and reflect them in the information they contain and offer. We can often anticipate these
changes if we build a good model of the world on which our system is based and if we know
how to detect events and handle them within our dynamic system.

Broadly speaking most systems that handle events and world dynamicity cope by apply-
ing the principle of publish and subscribe. This principle of publish and subscribe for event
notification is so general that it was already in use long before computers existed. It is the
natural way to pass information to interested parties and there is no wonder that it is present
in so many different contexts in today’s information systems, from electronic mailing lists to
“push channels” and inside object-oriented applications underlying the “Observable-Observer”
Design Pattern.

It is much more difficult to anticipate how users are going to use a successful information
system. If the system has enough users, it is almost certain that they will invent new ways of
using it and discover new requirements that were completely unpredictable. To satisfy these
new needs, our system must be able to evolve. Experience shows that systems that cannot
evolve tend to be obsoleted and replaced by their more powerful competitors.

It is disappointing to see that such a valuable principle as publish and subscribe does not
help much to accommodate the potential needs of users. It is a fact that if the designer of a
system has not provided the right interface, it will not be possible to access the information
needed, even if it is buried somewhere in the system. It will also not be possible to get event
notifications, unless some kind of subscription is available in the interface. For this purpose, the
designer will have to choose which information is observable and when and how notifications
will be propagated to users. With this scheme some extensions are possible, but sooner or later
limitations will appear for instance because interesting events are not propagated or because
the propagation scheme is difficult to use, or inefficient, etc.

Some widely used systems have even been “victims of their own success”: because lots
of users with conflicting needs were using them, they could not be further upgraded without
“forking” into incompatible products. It is the same phenomenon that occurs with successful
protocols like IP, HT'TP or HTML: they are installed on millions of hosts, they quickly generate
new needs for which new solutions exist but are almost impossible to adopt because of the
costs of upgrading every interconnected host and the risk to introduce incompatibilities.

Another concern is the difficulty for people to collaborate in order to maintain information
systems. Large distributed systems belong to different entities (people, organizations) between
which collaboration might not be possible, for instance because there are too many users, or
users are too far, or supporting the service is too expensive or all developers are gone. We
need to find solutions to keep systems useful without the need for too much collaboration.

Solution based on Mobile Code

To solve the problems described in the previous section, the possibility offered by Mobile Code
to encapsulate conventions and adapt protocols to new needs is extremely valuable. So our
goal is to use Mobile Code to minimize the number of conventions that would require much
anticipation or much collaboration. This solution is not related to a particular technology
(Messengers, Mobile Objects, Mobile Agents, strong or weak mobility, etc.) but to the general



Mobile Code paradigm. However, it is not necessarily straightforward to implement with all
current Mobile Code environments.

In many cases we think that it is possible to design information systems without giving too
much attention to communication issues in a first phase but to have some kind of Mobile Code
execution environment integrated within the system itself. The basic way to communicate with
such systems is to send Mobile Code for local interactions.

These interactions can only take place between threads triggered by Mobile Code and
visible parts of the service (its interface). The interface typically will allow external software
entities to retrieve and update information or to watch events occuring in the system. This
Mobile Code can be written either by the service designer or by consumers if they have special
needs and cannot collaborate with the service designer but have a good understanding of the
interface. Encapsulating low level communication in Mobile Code guarantees that the system
can remain the same even if the underlying network evolves in unpredictable ways.

Our attempt to design interfaces for distributed services and to describe them with a
complex interface definition language [2] has revelead that it is a puzzling and decouraging
task; mainly because we have to guess which events will be interesting for service users and
what will be the most convenient way to access information. For this reason we think that
instead of being hidden behind interfaces, systems should remain open for inspection and
allow attachment of Mobile Code. If we remove the outer shell between a system and foreign
threads, they will be able to access information more directly. Information itself still needs to
be encapsulated at the object level but the granularity is smaller. The consequence is that it
becomes possible to work with a much larger set of actions and events.

Mobile Code attached to this kind of system should not disturb its functionality, thus
restrictions are necessary. One feasible policy is to let foreign handlers inspect objects through
their interface, and install “hooks” that will be triggered when a given object receives a given
message (one of its methods is called). Other researchers [4] have reached the same conclusions
and identified the need to work at the object granularity and to trigger event handlers when
objects are receiving messages.

Examples of applications

One very typical example of lack of information management and bad event handling is the
problem of broken links in the World Wide Web. This phenomenon happens all the time
because people are referencing or bookmarking interesting pages that do not have a definitive
location but can move or be destroyed when site managers reorganize their documents. Mobile
Code would be an elegant way to solve this difficult problem: when a user is interested in a
page, he writes an agent and sends it to the server. When properly hooked to the server, the
agent is ready to be executed when the page is moved or deleted and can do whatever seems
appropriate to the user, for instance send an e-mail or fix hyperlinks on the client side.

The systems performing distributed scheduling and distributed resource allocation are
also interesting candidates because there are often many dependencies between resources.
These dependencies imply frequent constraint checking and complex event handling to keep
information up to date. Moreover it is very difficult to foresee which constraints will be
imposed by users and business processes on each resource. But it is certain that constraints
and dependencies do evolve when people and things move and change. With people having
personal electronic organizers and resources such as places or vehicles having their own agenda
it is easy to imagine how complex the interrelations can be and how interesting it would be
to program agents to check constraints and detect inconsistencies. For instance “my wife and
I cannot accept two invitations for the same day” or “there must always be one free seminar



room on Mondays” .

We have been very surprised to see how easily anyone who has worked with computers
but has no notion of mobility will find realistic examples of this kind, in such diverse domains
as multimedia distribution, system administration, source code management, electronic com-
merce, scientific collaboration, etc. [3]. For this reason we are quite certain that there is a
large class of such important problems and not just a few isolated cases.

Technical issues

We should be able to find satisfactory solutions for these problematic applications with our
approach of Mobile Code as foreign event handlers. This new approach is certainly not free of
practical pitfalls but recent research on Mobile Code has already proposed fairly good answers
for most of them:

(1) Memory usage: To limit the consumption of server memory by customers’ event han-
dlers we can apply principles of accounting, namely sell server memory to the customer to
incite sparing it.

(2) Performance: To keep the main system running, it must not be overloaded by the
evaluation of event handlers. We can do it with priority mechanisms, with distribution of
the load to more than one server and by keeping the conditions simple (evaluating complex
conditions for a lot of event-handlers to decide if they have to be started can quickly become
extremely heavy).

(3) Security: Some environments like Java provide authentication and verification of foreign
code. Authentication is usually based on encryption and determines whether the code origi-
nates from a trusted source and verification is a runtime mechanism to ensure that untrusted
code does not perform illegal operations.

There are also some problems that seem more fundamental and challenging with this
approach:

(4) Inspection and installation of event-handlers somewhat contradict the principles of
encapsulation that we need so much in large systems, they could increase the dependencies
between sub-systems and make them more difficult to manage.

(5) We need reciprocal mechanisms to ensure that event handlers do not become obsolete
by the actions of users in their own environments.

(6) In a complex system with many interrelated informations and lots of event-handlers
there could be circular dependencies leading to a new type of infinite loops. One of the classical
solutions is to impose an order or hierarchy on elements to avoid such loops.

(7) An open system with inspection facilities will probably require lots of efforts if secrets
have to be hidden, but we can imagine that the system designer hides some classes, encapsu-
lates precious information in objects or uses cryptographic techniques to hide sensitive data.

(8) Most existing systems expose very little of their internal information and events to the
outside and are difficult to integrate with the new approach.

Related work

In our recent efforts to build distributed evolvable dynamic information systems we have fol-
lowed two directions : (1) Using the M@ programming language and Mobile Code environment,
we have built a system to manage a library of M@ source code that allows us to edit, store,
disseminate and activate five different kinds of source code files. Previously they were difficult
to manage because they were all stored in indistinct text files that did not allow to represent
their particularities and interdependencies. (2) Maintaining the consistency of documents at



our website and trying to make it accessible to foreign event handlers. This work is at an early
stage and has been slowed down by the difficulty to integrate the existing server and HTML
editors used at the institute.

There are several other groups working on techniques for large scale event handling and
maintaining information coherence [4] but there is only one system of which we are aware
that closely approaches our goals of using Mobile Code in distributed information systems:
the Stormcast weather information and forecast system [1]. The designers of the service have
programmed a set of agents for their customers who can choose parameters and activate agents
to monitor the current weather situation and send messages according to their specific needs.
This system is interesting because it shows the feasibility of having lots of users executing
their agents on the server.

Conclusion

We hope that this paper has convinced the reader that (1) Mobile Code brings flexibility in
distributed systems because it has the ability to encapsulate conventions and frees us from
the need to pre-install the software that behaves according to these conventions (2) there
is an urgent need of flexibility in today’s communication protocols and distributed systems
because it is impossible to anticipate how a successful system will evolve (3) by letting users
add their own event-handlers and interaction protocols to running systems using Mobile Code
technology, it could be possible and useful to minimize the needs for collaboration between in-
formation providers and consumers (4) there are several interesting problems for which Mobile
Code will probably be the best solution because they occur in systems that are distributed
thus not manageable by a single person or organization, dynamic because the information
they contain must change when the world itself changes and evolving when users discover new
ways to use the information provided.
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Abstract: In this position paper, we make a case for the development of mobile agent patterns. Patterns have
proven extremely useful to the object-oriented programming community. However, of the large amount of
pattern research, little effort has been devoted to developing mobile agent patterns. We wish to correct this
situation. We believe that the ongoing success of mobile agent systems depends on the development of
software engineering principles for them. Patterns are a recognized means to this end, and one that we wish
to promote.

Introduction

In most aress of research there comes a time when the researchers begin to understand the principles, facts,
fundamental concepts, techniques, architectures, and other research eements in their fields of study. Research into
agents, specifically mobile agents, is reaching that time. As evidence of this fact, one need not look any further than
the calls for papers to upcoming conferences and workshops on mobile agents. Take for example, the call for papers
for the workshop on Mabile Agents in the Context of Competition and Cooperation [MAC3 99]. We find comments
such as, “... gaining more widespread acceptance and recognition as a useful abstraction and technology” and, “we
are uninterested in papers that describe yet another mobile agent system.” The question to answer now is what is
important for us to do next as a research community.

To answer that question we must first consider why we do not want to hear about another mobile agent system.
We will not answer for the various workshop and program committees, but we can propose one that we hear often
from others. Since there are many mobile agent systems and frameworks in existence doing many of the same things,
there is no use discussing another one because it too will do the same things and in similar ways. In other words, a
new system does not often provide any new insights that are useful to the research community. However, we claim
that these ‘new’ systems do validate, refine and show the reuse of many of the previously proposed and discussed
research elements. Moreover, they bring with them additiona thoughts, understanding and clarifications of the
research elements. The problem isthat when reporting on these ‘new’ systems, these insights get lost in the discussion
of the system as a whole, or they are just not reported at all. For example, we have lost track of how many times we
have read a paper that indicated it used KQML for the communication between agents and not been able to understand
why it was used? There may have been an obvious advantage, or maybe it just did not matter. What we wanted to
understand was which forces and context lead to this decision, because if we need to make a similar decision in the
future we need this information.

We propose that, since as a research community we have reached a stage where some research elementsin mobile
agents are well understood and that there are several examples of each, it is time to begin the effort of documenting
these dements as software patterns. This is not a matter of documenting the solution and problem surrounding each
research element; this material is already evident in most agent papers. We need to go further and deeper in order to
understand the forces and context of the problems that give rise to the proposed solutions. These are the
undocumented and often misunderstood features of the research elements, which need to be elaborated before agent
systems can enter the mainstream of software engineering and business applications.

Since many are not familiar with software patterns, and those that are think of them as only problem and solution
pairs, we introduce patterns and pattern languages in order to help with their understanding. Next, we enhance our
argument as to why agent patterns are important for agent research. We then compare and contrast agent patterns with
their object-oriented counterparts. Finally, we present the current layout of the agent pattern landscape, identifying
what some have started to do and what €l se we fedl needs to be done.

What are Patterns and Pattern Languages?

Software patterns have their roots in Christopher Alexander’s work [Alexander 79] in the field of building
architecture. After reading his work, it was clear to software engineers that, like building designs, there are many



recurring problems and solutions used in the design of software systems. Unfortunately, they noted that many of these

combinations were hard to find except for in the minds of the most experienced developers, for if they were, projects

would have been built on time, within budget and without bugs! Moreover, knowing the problem and solution were

not enough. Software engineers needed to know when the solutions were appropriate for the given problems.
Alexander’s proposed the following definition for a pattern:

A three-part rule which expresses a relation between a certain context, a problem, and a solution.

As an dement in the world, each pattern is a relationship between a certain context, a certain system
of forces which occurs repeatedly in that context, and a certain spatial configuration which alows
these forces to resolve themselves.

As an dement of language, a pattern is an instruction, which shows how the spatial configuration
can be used, repeatedly, to resolve the given system of forces, wherever the context makes it
relevant.

The pattern is, in short, at the same time a thing, which happens in the world, and the rule which
tells us how to create that thing, and when we must created it. It is both a process and a thing; both a
description of athing which is alive, and a description of the process which will generate the thing

Although there are different pattern formats, the minimal format contains the following headings or ones dealing
with similar subject matters.

Name: As the saying goes in the object-oriented community, a good variable name is worth a thousand
words and a good pattern name, although just a short phrase, should contain more information than just
the number of words would initially suggest. Would the word agent be a good pattern name? The answer
isno. Although it means alot more than the single word suggests, it has too many meanings! One should
gtrive for a short phrase that ill saysit all.

Problem: A precise statement of the problem to be solved. Think of the perspective of a software
engineer asking himself, How do | ....? A good problem for a pattern is one that software engineers will
ask themselves often.

Context: A description of a situation when the pattern might apply. However, in itself the context does
not provide the only determining factor as to situations in which the pattern should be applied. Every
pattern will have a number of forces that need to be balanced before applying the pattern. The context
helps one determine the impact of the forces.

Forces: A description of an item that influences the decision as to when to apply the pattern in a context.
Forces can be thought of as items that push or pull the problem towards different solutions or that
indicate trade-offs that might be made [Coplien 96].

Solution: A description of the solution in the context that balances the forces.

Other sections such as resulting context, rationale, known uses, related patterns and implementation with sample
code are usually included to help with the pattern’ s description.

A good pattern provides more than just the details of these sections; it should also be generative. Patterns are not
solutions; rather patterns generate solutions. Y ou take your 'design problem’ and look for a pattern to apply in order to
create the solution. The greater the potential for application of a pattern, the more generative it is. Although very
specific patterns are of use, a truly great pattern has many applications. For this to happen, pattern writers spend
considerable time and effort attempting to understand all aspects of their patterns and the relationships between those
aspects. This generative quality is so difficult to describe that Alexander callsit "the quality without a name”, but you
will know a pattern that hasit once you read it. It is often a matter of smplicity in the face of complexity.

Although useful at solving specific design problems, we can enhance the generative quality of patterns by
assembling related ones, positioning them among one another, to form a pattern language, enabling us to use them to
build systems. For example, individual patterns might help you design a specific aspect of your mobile agent, such as
how it models beliefs, but a pattern language might be able to help you build all types of mobile reactive agents.

Agent pattern languages are very important for agent patterns to be successful. Forcing each pattern to identify its
position within the space of existing patterns is not only good practice, it is also good research. In other words, al
agent patterns should be part of an agent pattern language. It is not only helpful to you, but to all those other software
engineers who will use the patterns to devel op their systemsin the future.



Why is Research into Patterns Important for Agent Research?

For any software system to be successful and run safdly, it must be constructed using sound software engineering
principles, and not constructed in an add-hoc fashion. Unfortunately, much of agent development to date has been
done ad hoc [Bradshaw, et al., 1997], creating many problems — the first three noted by [Kendall &, al, 1998]:

Lack of agreed definition of an agent

Duplicated effort

Inability to satisfy industrial strength requirements

Difficulty identifying and specifying common abstractions above the level of single agents
Lack of common vocabulary

Complexity

Only goals and solutions presented

NogkwdhpE

These problems limit the extent to which “industrial applications’ can be built using agent technology, as the
building blocks have yet to be exposed. Objects and their associated patterns have provided an important shift in the
way we develop applications today, since the level of abstraction that we develop at is greater than doing functional
and imperative programming. Since we believe that agents are the next major software abstraction, we find it essential
to begin an effort to document that abstraction so that others can share in the vision. Patterns provide a good means of
documenting these building blocks in a format already accepted by the software engineering community. Patterns also
have the added benefit that no unusual skills, language features, or other tricks are needed to benefit from them [Lange
and Oshima, 1998].

Are Agent Patterns different from their Object-Oriented Design
Patterns?

Since many mobile agent frameworks, such as Grasshopper, AgentSpaces, Voyager, and Aglets, are implemented
using Java, an object-oriented language, we argue that there must have been a few object-oriented design patterns used
by the devel opers constructing them. Some patterns such as Mediator, Adapter, Broker, Strategy, and Composite, have
been explicitly identified as being useful for the development of agent systems. [Kendall et al., 97]. However, since
agents and agent systems are more dynamic and able to adapt to their environments than object-oriented systems,
there must obvioudy be other patterns that are applicable only to them. We have already seen some of these patterns
documented [Lange and Oshima, 98, Silva and Delgado 99], but we are positive there are a great many more.

In general, we find the format and structure of Agent Patterns similar to Object-Oriented Design Patterns. We
also find that since many mobile agent frameworks are implemented using object-oriented technology, most object-
oriented design patterns are applicable to them. However, differences in the way agents communicate, their level of
autonomy and intelligence, and the fact that they are often highly mobile, has created a void not filled by existing
patterns: agent, object, or otherwise.

One criticism of the previous breed of pattern writers is that they have not done a good job of relating their
patterns to others — a pattern language. Thisis starting to change now as pattern languages become more frequent, but
historically patterns have typically only linked themselves to others without identifying exactly what the relationship
is. This is a problem that agent patterns writers must consider immediately. Describe how your patterns relate to
others and how they can be used together or separately. Create a pattern language that can be used to build things:
mobile agents and mobile agent systems. Do not create patterns that will only frustrate their readers, forcing them to
discover how to apply the patterns together.

The Agent Pattern Landscape

The application of design patterns has shown us that it is very important and useful to start formalizing the
experiences of developers and relating these formalizations with one another. There are a small number of agent
patterns compared to the number object-oriented design patterns. As a consequence little work has been devoted to
classifying them and, as mentioned in the last section, to defining pattern languages for them. The few classifications
already proposed include the following:

Agent Patterns: deal with the architectures of agents and agent-based applications [Kendall et a. 98, 97;
Silvaand Delgado 98; Aridor and Lange, 98].
Communication Patterns. deal with the way agents communicate with one another [Deugo and Weiss, 99].



Travelling Patterns: deal with various aspects of managing the movement of agents such as routing and
quality of service Lange and Oshima 98].

Task Patterns: deal with the breakdown of tasks and how these tasks are del egated to one or more agents
Lange and Oshima 98].

Interaction Patterns: deal with the way agents locate one another and facilitate their interactions [Lange and
Oshima 9g].

Coordination Patter ns: deal with managing dependencies between agent activities. [ Tolksdorf 98]

As ageneral comment, patterns cover many different levels of abstraction. For example, some of them are used
to describe the structure of an mobile agent system. Other patterns support the structure of agents and ther
relationships with different agents. While other patterns can be used to specify the design aspects of individual agents.
The important feature here is not in devel oping the definitive classification. Rather it is more important for the mobile
agent community to identify, specify and agree on the abstractions so that we can provide a common vocabulary for
discussing and enhancing them, and, more importantly, building industrial strength mobile agent applications based on
well-grounded software engineering principles.

Conclusion
What isin the future of mobile agent pattern research? Our prioritized list is asfollows:

Identify an initial set of agent pattern classifications: These classifications are to help focus pattern writers
on targetsthat are of the greatest importance to those developing ‘real’ mobile agent systems.

Identify pattern languages within each classification: These pattern languages are for pattern writers to
develop and extend and will permit writers to position their new patterns within a know space of existing
patterns.

Writethe patterns.

It is at MAC3 that we wish to debate and discuss these foundations with the participants in order to fill in the
details of how to proceed and why bother at all. We fed it necessary to remind those involved with mobile agent
research to not only write about solutions. Think, discuss, and write about the problems their solutions are intended to
address and what context and forces led them to that particular solution. In short, we believe that following this
approach, we will not have to read about “yet another mobile agent framework” anymore. Rather, we will be able to
read and understand what problems a mobile agent system solves, and when we should consider using the approach!
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Abstract

This paper presents Nomad, a mobile agent system for electronic
auctions. It has been integrated with eAuctionHouse, our next gener-
ation Internet auction server. To our knowledge, eAuctionHouse is the
first Internet auction site that supports combinatorial auctions, bidding
via graphically drawn price-quantity graphs, and participation of mobile
agents. It supports mobile agents so that a user can have her agent ac-
tively participating in the auction(s) while she is disconnected. Mobile
agents that execute on the agent dock which is on (or near) the host
machine of the auction server also reduce the network latency—a key
advantage in time-critical bidding. Our auction server uses the Concor-
dia agent dock to provide mobile agents a safe execution platform from
where they can monitor the auctions, bid, set up auctions, move to other
hosts, etc. The user has the full flexibility of Java programming at her
disposal when designing her agent. We also provide an HTML inter-
face for non-programmers where the user can specify what she wants her
agent to do, and the system automatically generates the Java code for the
corresponding mobile agent, and launches it. Some of these predesigned
agents are alerting tools, others bid optimally on the user’s behalf based
on game theoretic analyses. This helps put novice bidders on an equal
footing with experts. Finally, we discuss automated coalition formation
among bidder agents.

1 Introduction

As the Internet gradually moves into mainstream culture, electronic commerce
is becoming an important mechanism for conducting business. It helps mer-
chants and consumers reduce business costs and enables customized delivery
of goods and services. Electronic auctions are emerging as one of the most
successful ecommerce technologies.

Several successful commercial Internet auction sites exist - such as eBay!
and Onsale? - and academic auction houses have recently appeared on the In-
ternet [4, 9]. Our motivation in developing an auction server, eAuctionHouse,

*This material is based upon work supported by the National Science Foundation under
CAREER Award IRI-9703122, Grant IRI-9610122, and Grant [1S-9800994.
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is to prototype novel next generation features, and test their feasibility, both
computationally and in terms of consumer ease of use. To our knowledge,
eAuctionHouse is the first, and currently only, Internet auction site that sup-
ports combinatorial auctions [3, 6, 7, 5], bidding via graphically drawn price-
quantity graphs [8], and mobile agents. This paper focuses on the mobile agent
component.

2 eAuctionHouse, a next generation electronic auc-
tion house

eAuctionHouse is a free-to-use Internet auction prototype. It allows users
across the Internet to buy and sell goods as well as to set up markets. It
acts as a third party site, so both buyers and sellers can trust that it executes
the auction protocols as stated. It offers a wide range of auction types each
of which is determined by specifying a combination of auction parameters.
Both auctions and bids are specified by a set of parameters. In a single-sided
auction, there is only one seller (buyer) selling (buying). In a double auction,
both buyers and sellers can submit bids (offers to buy) and asks for (offers to
sell) goods. An auction setting is determined by whether it is a single or double
auction, whether there is one or multiple items, and whether there is one or
multiple units of each item. Auction settings in our server further differ based
on whether or not bids in multi-unit auctions can be partially filled or whether
complete matches are required. For different types of auctions, different types
of bids can be accepted, bidders may use different bidding strategies, and
different types of pricing schemes may be applied to determine the winning
price(s). Due to space limitation, combinatorial auctions and quantity-price
graph bidding are not discussed here. The reader can find in [8] a more detailed
discussion regarding all the auction settings supported by eAuctionHouse and
the relationships among auction settings, bid types, and pricing schemes.

To create auctions or to submit bids, a user can visit the world-wide-
web page of eductionHouse, send a formatted text string directly through a
TCP/IP network connection, or use mobile agents.

3 Why mobile agents?

There are two classes of advantages of mobile agents in electronic auctions:
those stemming from the use of agents, and those from mobility.
The benefits of using agents include the following.

e An agent can monitor the auction events that the user has deemed rele-
vant. When such events occur, the agent can alert the user. This avoids



the need for the user to keep polling the auction repeatedly.

Compared with parameter specified bidding, bidding agents provide the
user with more flexibility when customizing her own bidding strategy.

An agent can make decisions based on all available information that the
bidder considers relevant.

Prototypical bidding agents can be analyzed game theoretically off-line
so that they will bid optimally on the user’s behalf in given auction
settings. This puts expert bidders and laymen on a more equal footing
for ecommerce.

Agents can be built to track bids in multiple auction houses, looking
for the best deal and/or coordinating the user’s multiple bids, e.g. sub-
mitting bids to multiple sites for buying the same good but at anytime
allowing at most one bid in the winning position.

The benefits from mobility include the following.

Mobile agents are not very sensitive to the quality of network communi-
cation.

A user’s computer only needs to be connected to the network occasion-
ally. A user can connect, launch an agent, and disconnect. This avoids
the need of being connected all the time.

If the information transferred between the agent and the auction exceeds
the code size of the agent, mobility reduces bandwidth usage because
the agent communicates locally at its destination rather than having to
send data back and forth. This reduces network traffic and latency by
reducing the amount of data transferred around the network.

Mobile agents can potentially take advantage of the available services
distributed across the network, e.g. travel to and execute on powerful
servers with excess CPU time and disk space. This can be pertinent
for bidder agents for example if their bidding strategies include complex
computations such as statistical analysis, projection, etc.

Mobile agents potentially allow users to extend the functionalities offered
by servers, i.e. they execute as an integral part of the server.

In the context of an electronic auction, the use of mobile agents frees the

user from having to monitor the auction constantly. It also can reduce network

latency, a feature which is of key importance in time-critical bidding, such as

making decisions just before an auction will close. A mobile agent traveling



to a server not only has the advantages of executing the user’s own bidding
algorithm but also does not have to transfer over the network the auction
information that the agent uses for determining its bidding actions.

Here we give an example of a mobile bidding agent. Let us imagine that a
user with access to the edAuctionHouse is at some remote location. She finds
an auction of a new notebook computer with an ascending open-cry first-price
auction protocol. Say that in this particular auction setting, the highest bid is
shown when placed. Bids are accepted by the auction until no user is willing
to increase the price anymore. At that time the notebook is sold to the bidder
who offered the highest price and the winner is charged the price of her bid.
Say that the auction is at a remote location, so the communication links are
problematic. The auction may be open for hours but the user is not able to
monitor and adjust the bidding price constantly. A mobile agent can help in
this situation. The user can give it a reservation price and launch it. The
agent moves to the server site and stays there monitoring the current highest
price. It bids a small increment more than the current highest price, and stops
if its reservation price is reached. When the auction closes, the agent reports
the result to the user.

Both Onsale and the Michigan Internet AuctionBot [9] have solutions other
than mobile agents to help the user in the above scenario. Onsale has Bid
Maker which allows the user to enter the maximum price she is willing to pay.
eBay has a similar proxy bidder “agent”. As long as the auction is open and
the maximum price has not been reached, Bid Maker bids at the minimum
price necessary to make the user a winner. Bid Maker limits the user’s choices
of her bidding strategies. For example, when a user’s valuation of the good
depends on others’ bids, such a simple agent is no longer optimal, but the
agent should update its valuation dynamically based on the others’ bids so far
(taking into account the effect of the winner’s curse [1]). Bid Maker is also
unable to support bid coordinating across multiple auction houses.

The Michigan Internet AuctionBot might be viewed as supporting agents
in the sense that it provides a TCP/IP level message protocol by which agents
can participate in the auction. Mobile agents are not supported. Without
mobility, this solution is sensitive to the quality of network communication and
increases the network traffic by frequently transferring auction information.

4 Nomad, a mobile agent system

Nomad is the mobile agent system integrated with eAuctionHouse. It allows
mobile agents to travel to the site where the eAuctionHouse resides. Mobile
agents actively participate in the auctions on the user’s behalf even when
the user is disconnected from the network. Network traffic and latency are



reduced, and the agents have shorter response time to changes in the auction
than users might. The amount of time for computing bidding strategies may
also be lowered when agents execute on a powerful server. Mobile agents need
not necessarily be bidding agents. They may be information collection or price
distribution learning agents as well as agents for setting up auctions. When
multiple distributed eAuctionHouses are installed across the network, multiple
Nomads help to form a virtual electronic auction site network, which allows
mobile agents to travel through the network to find deals. Also implemented
in Nomad is a mobile agent control scheme. After registering itself to the
server, a mobile agent can be seen and managed in its creator’s user portfolio.
For example, the user can kill the agent when she no longer wants the agent
to execute.

The high-level architecture of a Nomad system consists of three main com-
ponents: an agent dock, an agent manager, and a database for keeping infor-
mation of the mobile agents. The agent dock is the place where mobile agents
reside and execute. As the basis of our agent dock we use the Concordia® sys-
tem from Mitsubishi Electric Information Technology Center America. Con-
cordia is a full-featured framework for the development and management of
network-eflicient mobile agent applications. Concordia itself is a Java appli-
cation and supports mobile agents written in Java. Application interfaces
are provided in Concordia for sending agents around the network. Concordia
agents process data at the data source. Network transport is hidden from ap-
plications, developers and users. Typically, a Concordia agent has an itinerary
which can be seen as a list of network addresses where the agent desires to go.
Associated with each address is an action, a Java class method, which is to be
executed when the agent travels to the associated site. The itinerary may be
altered dynamically during the agent’s trip. Agents can also collaborate with
the help of an event distribution mechanism and other services.

The agent manager helps users control their own mobile agents through
eAuctionHouse. Agents can be deleted from eAuctionHouse by their owners.
An event distribution framework is used by the agent manager to notify agents
when the auction information they are interested in is altered.

After traveling to the site of Nomad and being docked on the Concordia
system, an agent connects to the agent manager and reports its information
which is logged into a database. Later on, the agent’s information can be
retrieved using the application interface. Actions requested by the user, such
as deleting a particular agent, are forwarded from the eAuctionHouse to the
agent manager which then distributes an agent kill event to all the docking
agents. After receiving an event addressed to itself, the agent performs the
appropriate actions.

“http://www.meitca.com/HSL/Projects/Concordia/



5 Automatic generation of mobile agents

Users are provided with the option of programming their own mobile agents
in Java. This allows maximum flexibility in what agents can do. However, in
order to speed up agent generation and to enable non-programmers to create
agents, there is also a system for automatic generation of agents based on
filling out HTML forms. The difference between Nomad and Onsale’s Bid
Maker is that our agents are mobile and HTML forms are not the only means
to create them. The following types of parameterizable mobile agents are
currently available for automatic generation.

1.

The information agent monitors an auction and sends email to the user
when specified events occur. Using this agent, the user does not have to
poll the auction, but gets notification of important events immediately.

The incrementor agent implements the dominant strategy on the user’s
behalf in single-item single-unit ascending open-cry first-price private
value auctions. It bids a small increment more than the current highest
price, and stops if the user’s reservation price is reached. With this agent,
the user does not have to follow the auction, and her dominant strategy
in these settings is to report her valuation truthfully to the agent.

The N-agent underbids optimally on the user’s behalf in single-item
single-unit sealed-bid first-price auctions where the number of bidders,
N, is known, and the bidders’ private valuations are independently drawn
from a uniform distribution. Specifically, the symmetric Nash equilib-
rium strategy is to bid the user’s valuation times % [2]. The user is
then motivated to reveal her true valuation to the agent.

. The control agent goes to an auction and submits very low noncompeti-

tive bids. It is a speculator’s tool to artificially increase the number, N,
of bidders in an auction to mislead others, e.g. the N-agent. For exam-
ple, it is in the seller’s interest to submit control agents so that N-agents

would bid higher.

. The discover agent computes the expected gain from bidding a small

amount more than the current highest price according to the agent’s
current distribution of the user’s valuation. This is intended for settings
where the user does not know her exact valuation for the item, instead
has a probability distribution over it. In the future, the probability
distribution could be updated by new events, or by what others have
bid in non-private value auctions.

Figure 1 shows the first step of creating a mobile agent without program-
ming. In this example, a user, Alice, is going to create an agent to bid in an



auction. For the given auction type, the system recommends three of the five
agent types. Therefore, the radio buttons of the other two agent choices are
not clickable for this particular auction type. Alice is interested in creating an
N-agent.
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Figure 1: Step 1 of agent creation: choosing an agent type from a set of
prototype agents.

Figure 2 shows the second step for creating an N-agent. Alice specifies
the parameters: user identification number, password, email address used by
the mobile agent for reporting, agent name for agent management, and Alice’s
valuation (reservation price) of the good being auctioned. When Alice clicks
the create button, the automatically generated mobile Java agent takes these
parameters, travels to the agent dock, ecommerce.cs.wustl.edu, docks there,
and bids at the eAuctionHouse.
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Figure 2: Step 2 of agent creation: setting the parameters for the agent.

6 Support for automated coalition formation among
bidder agents

In this section we present some thoughts on potentially using mobile agents
for automated coalition formation. This is part of our future research.
Economic efficiency can sometimes be improved if bidders form coalitions.
Consider an auction in which a seller is selling one good. One buyer wants
part of the good and another one requires the remaining part. The sum of the
price that they are willing to pay exceeds the highest price offered for the whole
good from other bidders. By forming a coalition, both the two buyers and the
seller are better off. However it is difficult for users across the Internet to form
coalitions while bidding online. There are two main barriers. First, finding
partners can be time consuming. Second, bidders do not necessarily trust each
other without a binding contract. Issues arising in coalition formation include



who is in charge of bidding, what happens if some bidders refuse to pay after
the coalition’s bid wins, how much each participant has to pay if the coalition
wins, etc.

To support automated coalition formation, we propose the possible use of
mobile agents. Finding potential coalition partners may not be that difficult.
With an appropriate communication mechanism, it is easier for an agent to
locate potential partners than a person sitting at a computer. The agent may
search in a public place where bidders or agents put partial bids for the hope
of being combined by others, for example. Agents usually search orders of
magnitude faster than humans. Furthermore, agents’ time is not as costly.

To solve the trust problem, a third party site might be necessary to help
mobile agents form coalitions. At the third party site agents could sign binding
contracts, and check the agents’ owners’ credit history and reputation.

Collusion can improve the economic efficiency as discussed above. How-
ever, it involves speculation costs and sometimes causes revenue loss for the
auctioneer. For example, bidders in an auction can coordinate to keep their
bids artificially low so as to get the item at a lower price than they otherwise
would. Considering the user numbers and diversity in most Internet auctions,
it is highly unlikely that bidders across the Internet can establish a single
coalition for an auction so that bids stay artificially low. Therefore it may be
the case that automated coalition formation contributes to the positive side
more than to the negative side in the Internet auction setting.

7 Conclusions

This paper presented Nomad, a mobile agent system for electronic auctions.
It has been integrated with eAuctionHouse, our next generation Internet
auction server. The reader is invited to visit the site and test the agents
(http://ecommerce.cs.wustl.edu).

Our auction house supports mobile agents so that a user can have her
agent actively participating in the auction(s) while she is disconnected. Mobile
agents that execute on the agent dock which is on (or near) the host machine
of the auction server also reduce the network latency—a key advantage in
time-critical bidding. Our auction server uses the Concordia agent dock to
provide mobile agents a safe execution platform from where they can monitor
the auctions, bid, set up auctions, move to other hosts, etc. The user has
the full flexibility of Java programming at her disposal when designing her
agent. We also provide an HTML interface for non-programmers where the
user can specify what she wants her agent to do, and the system automatically
generates the Java code for the corresponding mobile agent, and launches it.
Some of these predesigned agents are alerting tools, others bid optimally on



the user’s behalf based on game theoretic analyses. This helps put novice

bidders on an equal footing with experts.

Future research includes developing additional prototype agents based on

new game theoretic analyses. Also, automated coalition formation by bidder

agents brings new challenging problems which will be further studied in the

continuing development of eAuctionHouse and Nomad.
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Abstract: Today mobile devices are an integral part of the execution environment of many distributed
applications. The new application domain of mobile computing brought up by this fact introduces

problems specia to this area. Most of the currently available applications can't handle mobility and
frequently changing network media. In this paper a partitioning model is introduced which combines
various techniques used to solve the special problems of mobile computing and to facilitate the
adaptation of application behavior according to the execution environment. Main points are the proxy
approach and the use of mobile agents as application components. The model focuses on a pair of
generic proxy agents which are placed at both sides of a wireless connection to control the data transfer
between a mobile host and the wired network.

1 Introduction and Motivation

Today mobile devices are an integrated part of the execution environment of many distributed
applications. This fact has brought up a new application domain called mobile computing which

offers the information access anywhere and anytime but aso introduces new problems special to

this application area (e.g. frequent disconnections and low bandwidth). Most of the currently
available applications can’'t handle mobility and frequently changing network media. They
assume a static environment and often high bandwidth connections typical in LANs. Because of
the increasing use of mobile devices and the variety of their hardware resources, it is desirable
that applications react and adapt to the frequently changing execution environment. For instance
the transfer and the visualization of web pages should be adapted to the available bandwidth to
the receiving host and the hardware resources on the mobile device.

Several Solutions have been published introducing environment aware, adaptable applications.
Disconnected operations [1,2] are used to handle frequent disconnections. In combination with
prefetching and caching strategies, work can be continued without a network connection. Other
approaches use data reduction techniques to reduce the data volume, which has to be transferred
over wireless links. Examples are the filtration and compression of data according to its type [3].
To implement such technigues an intermediate component called proxy is used. This approach
offers the possibility to improve even legacy software, especially client/server applications,
without or with very little changes of the existing components.

The paradigm of mobile agents offers new solutions for the problems named above. An agent
can be sent to the wired network and during the execution of the agent no connection to mobile
host is required. The mobile agent acts autonomously and sends results back when a new
connection to its originating host is established.

In this paper a partitioning model is introduced which combines various techniques used to
solve the special problems of mobile computing and to facilitate the adaptation of application
behavior according to the execution environment. Main points are the proxy approach and the use
of mobile agents as application components. The model focuses on a pair of generic proxy agents
which are placed at both sides of a wireless connection to control the data transfer. Some major
ideas of the model can be found in [10].



Section 2 contains some fundamental considerations and work related to our approach. In section
3 the generic partitioning model is described. In section 4 we present some performance results
measured using a sample application. A conclusion isdrawn in section 5.

2 Foundations and Rel ated Work

Frequent disconnections are one problem of wireless communication media. There are two ways
to handle this issue. First there are disconnected operations enabling the user of a mobile device
to continue his work even when the connection to the network is lost. The file system CODA [2]
realizes this technique by caching files locally in the connected state and accessing only local
data if no connection to the network is available. The second possibility is offered by mobile
agents. They can be sent to hosts placed on the wired network side and are able to continue their
work even if the connection to the mobile host is closed. Results of such an autonomous
operation' can be delivered after anew connection to the mobile device is established.

Caching can reduce the network load by keeping frequently used data locally. By applying a
prefetching strategy high delay times can be kept hidden to the user. To work efficiently this
strategy needs to observe user actions to decide what data has to be prefetched. In the case of
wrong decisions bandwidth is wasted but this technique can be used to exploit unused bandwidth.
Further improvement can be reached using lazy write-back. Data is only written back to a server
in the wired network after a modification in the cache and after the access is ended (e.g. the close
operation for a file has been called). These techniques need additional resources on the mobile
device. Restoring the consistency between cache and source data in the network when switching
from disconnected to connected state needs also additional effort (see[1]).

The frequently changing bandwidth and the low available bandwidth in general can be
addressed by data reduction prior to the transfer. The deployment of compression algorithms (e.g.
Izh) reduces the volume of all kinds of data. Lossy compression (e.g. JPEG and MPEG) or
conversion according to the type of data can be used to reduce the volume of multimedia data.
For example, the size or the color depth of a picture could be changed.

Some techniques can decrease the network |oad by dropping data less important for the overall
information of structured data. Therefore additional information at the application level is needed
to assess the importance of the parts within a data structure. Hierarchical data (like HTML pages)
iswell suited to apply filtering methods. The importance of datais included in the hierarchy. The
higher the position in the hierarchy the more important is the data for the overall information of
the structured data. Dropping of data depends on the available bandwidth. The lower the
bandwidth the fewer levels of the hierarchy are transferred. Data outlines can be created from
structured data which decreases the amount of data to transfer. For instance a HTML page could
be reduced to headlines and links with placeholders for the other data. The full information only
has to be transferred when a section or a placeholder is selected for viewing by the user. Lazy
evaluation can aso reduce the network load. Only actually used data is transferred (the part of a
HTML page which is currently visible) (see also [11]).

Disconnections can be handled generally by applying queuing. When a connection breaks
enqueued data can be transferred via a new established connection. In the same manner the data
transfer can be delayed if the bandwidth of the currently available connection is not sufficient.
Queuing will not reduce the network load but it enhances the behavior of applications during
disconnections.

Y n the literature the phrase disconnected operation is sometimes used for both of the described operations. We use the expressions
“disconnected” and “autonomous” to distinguish between both types.



A general approach to support mobile environments is the partitioning of applications and
distribution of the components between the mobile device and hosts in the wired network. The
am is the dynamic adaptation of applications in reaction to changes within their execution
environment (e.g. quality of connection to the mobile device and availability of resources).

An often used method is the introduction of an intermediate component placed between client
and server components. This so called proxy senses its execution environment and adapts the
communication over the link to the mobile device according to the available communication
media.

An adaptation of the data stream can be done in the network infrastructure [6]. In this
approach the amount of data is reduced using data type specific lossy compression and
conversion. This functionality is separated from the client and server components and is part of
an intermediate proxy within the network infrastructure.

In [5] the main task of the intermediary is filtering the data stream to the mobile device.
Therefore the following methods are applicable: optimized protocols, selective dropping of
structured data, compression or a deferred data transfer. By using a proxy component, client and
server components can remain unchanged or can be used with very little changes.

The approach of partitioning an application is aso used in [3]. Data and functionality of an
application is partitioned into hyperobjects which are linked hierarchical objects managed by the
system. These hyperobjects contain base types such as text, graphics, untyped data and functions.
Based on this structure caching, prefetching and data reduction are used to exploit the wireless
links efficiently. Data reduction is done by selecting a subset of structured data for the transfer
according to the available network resources, application specified data priority and filters.

All the techniques described above can be used to adapt application behavior to the parameters of
the available network connection and execution environment. Filtering, compression and
conversion of data, outlines and lazy evaluation reduce the amount of data which has to be
transferred. These techniques can be implemented as an application component placed a a
stationary host. Code for caching, prefetching and lazy write-back has to be placed on the mobile
device. Beside these restrictions not all techniques can be combined. While lazy evaluation only
transfers data really needed, prefetching transfers data that will possibly never be needed. A
partitioning model which combines some of the described techniques is introduced in the next
section.

3 The Partitioning Model

3.1 A First Approach

In [4] a traffic telematics application was presented which was based on mobile agents as
application components. The application has been partitioned into several parts which were
distributed between a mobile device and hosts in the wired network. An agent acts as proxy for
the mobile device within the wired network. Information is processed and filtered before it is
transferred to the mobile device. The proxy agent is assigned only to this application. A generic
partitioning model was also introduced, where a single proxy agent acts for severa applications
at the mobile host.

The application partitioning model we introduce in this paper is a refinement of this genera
approach. It is based on the experiences obtained from the traffic telematics application. In
general each application needs a component at the mobile device. This component contains the
user interface, functions to interact with the user and the components in the network (e.g.
configuration, communication and control) and functions independent from the network.



Additional components can be placed at the wired part of the network. These components contain
functions related to resources on the wired network side and adapt the data stream according to
the communication link to the mobile device. The component in the wired network can be
divided to additional subcomponents to facilitate paralel execution of tasks and loca
communication by migrating these subcomponents to the host of the communication partner.

By implementing this first model in a straightforward way (like the telematics application), it
provides disconnected operations by using caching and prefetching and autonomous operations
due to the use of mobile components, reduces the network load by filtering and handles
disconnections by queuing. But the intermediate component per application which facilitates
functions that are generic, could be used by more than one application. Therefore we have further
refined our model to separate generic and application related functions of the proxy.

3.2 A Generic Mod€

The application partitioning model is based on two pairs of components which contain generic
and application related functions of the proxy. The generic component placed within the wired
network acts as a permanent representation of the mobile device. All communication attempts of
the application involving the wireless link are mediated by the generic components.

There are some restrictions with respect to the placement of code which implements the
techniques described in section 2. Caching, prefetching and lazy write-back are realized by the
application related component on the mobile device because these techniques need information
only available at application level to work effectively. Caching and lazy write-back can also be
applied in a more generic fashion and therefore be redized by the generic component.
Compression and conversion depend on the data type which is generic. Queuing improves the
disconnection handling of all applications in common. Data can be filtered using application
related information. Therefore filtering is done by the application related component within the
wired network. Packets can also be filtered using their routing information (e.g. source and target
and priority) which is common for al applications. Lazy evaluation and outlines depend on
information available at application level.

In consideration of the above described restrictions the partitioning model was designed as
shown in figure 1. It focuses on a pair of generic components which are placed at both sides of
the link to the mobile device. Furthermore there are components placed on the mobile device and
within the wired part of the network.

Our partitioning model was designed according to the following principles: Information
should be used where it is available. Low bandwidth, high latency communication media require
an adaptation (volume reduction, adaptation of the send and receive behavior), which can be done
in an generic and application specific way, so the system should incorporate both possibilities.
Application components should be, as much as possible, dispersed within the wired network
infrastructure. For instance, the application can be partitioned according to the structure of the
used servers.

Furthermore our model decouples application components from the movement of the mobile
device.

3.2.1 The Local Application

This component may be for instance a client of an existing client/server application. In newly
devel oped applications, only one component on the mobile device will exist (see next section).



3.2.2 The Application Related Component on the Mobile Device

This component contains the user interface, functions to process local data (e.g. test of the
consistency of user data, configuration, and control of the other components) and application
related functions of the proxy as described above. In this component user actions can be observed
and application related information can be used to effectively implement caching and prefetching
strategies.

3.2.3 The Application Related Component within the Wired Network

This component accesses data located on hosts within the wired network and contains functions
to reduce the volume of data transferred to the mobile device. In this component application
specific information can be used.

In many cases a further decomposition of this component will be useful. For instance a
supervising component may create various subcomponents which perform subtasks. These
subcomponents migrate independently to servers to communicate locally. The supervising
component collects the results of all subcomponents, processes these results and sends only a
summary to the mobile device after filtering. In general the decomposition of this component
depends on the task of the application and the distribution of accessed servers and information
resources.
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Figure 1: A generic partitioning model

3.2.4 The Generic Components (Generic Proxy)

The pair of generic components mediates the communication between the other components.
While the other components exist per application, these two only exist per mobile device, Thus
they are used by all applications of a mobile device.

In our concept the application related components are intended to be independent from the
generic proxy. That means that all application components are also able to communicate without
the generic proxy. Thisis useful if a high bandwidth connection to the mobile deviceis available.



